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Abstract : 

PURPOSE: To provide an e-mail system for safe and 
certain communication with respect to a confidential 
mail. 

CONFIGURATION: A confidential mail, whose text is 
enciphered, sent by a confidential mail sending unit 
2 3 in the workstation 2-1 is received by a mail server 
1. A confidential mail distributing unit 13 in the 
mail server 1 deciphers the confidential mail and 
refers to a registration list 4 so as to discriminate 
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as to whether the user of the confidential mall 
destination is registered. If the user is 
registered, it is discriminated that the user is 
qualified to receive the confidential mail, and the 
mail server 1 attaches a registered password of the 
user to the confidential mail, and sends the 
confidential mail to the user. The destination 
workstation 2-n receives the confidential mail. 
After that, when the user of the workstation wishes 
to display the received confidential mail, the 
confidential mail displaying unit 27 deciphers the 
corresponding confidential mall, and requests the 
user to input the password. If the input password 
is identical with that of the confidential e-mail, 
the text of the confidential mail is displayed. 

[ 0025 ] 

An example of an operation performed in the 
e-mail system of the present invention will now be 
described with reference to flow diagrams of FIGS. 
4 through 6, and FIG. 7, which is a diagram 
schematically showing an operation. In particular, 
in the example, a user (sender) of a workstation 2-1 
sends a confidential mail to a user (receiver) of 
a workstation 2-n. 
[0026] 

When the user (sender) of the workstation 2-1 
intends to send a confidential e-mail to the user 
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( receiver ) of the workstation 2-n, thesendercreates 
a confidential e-mail containing a destination 51 
and e-mail text 53, as shown in FIG. 2(a), using a 
mail creating unit 21 in the workstation 2-1 (step 
SI in FIG, 4), At that time, the sender attaches 
confidential mail identification (ID) data 52 to the 
created e-mail so as to indicate the created e-mail 
to be a confidential mail. 
[ 0027 ] 

A confidential mail discriminating unit 22 in 
the workstation 2-1 discriminates as to whether the 
e-mail, which is created in the mail creating section 
21, is confidential or not based on possession or 
non-possession of the confidential mail ID data 52 
(step S2 in FIG. 4 ) . 
[0028] 

If it is discriminated that the e-mail is not 
confidential, a non- illustrated ordinary mail 
sending unit sends the e-mail as a ordinary mail to 
a mail server 1 (step S3 in FIG. 4). 
[ 0029 1 

If it is discriminated that the e-mail is 
confidential likewise in the illustrated example, 
a confidential mail sending unit 23 is activated and 
the e-mail text 53 is enciphered by a enciphering 
section 231 in the confidential mail sending unit 
23 as Operation A in FIG. 7 (step S4 in FIG. 4). 
The enciphered part of the confidential mail is 
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highlighted by bias lines in FIG. 7. 
[ 0030 ] 

The confidential mail, which (whose text 53) 
is enciphered by the enciphering section 231 , is sent 
to the mail server 1 by a sending section 232, as 
shown in Operation B in FIG. 7 (step S5 in FIG. 4). 
The e-mail (confidential mail) , which is sent by the 
sending section 232 in the workstation 2-1, is sent 
to the mail server 1 via a network 3, 
[ 0031 ] 

A receiving unit 11 in the mail server 1 
receives the e-mail, which is sent from the 
workstation 2-1 via the network 3, as shown in 
Operation C in FIG. 7 (step Sll in FIG. 5). A 
confidential mail discriminating unit 12 in the mail 
server 1 discriminates as to whether the e-mail, 
which is received by the receiving unit 11, is 
confidential or not based on possession or 
non-possession of the confidential mail ID data 52 
(step S12 in FIG. 5). If it is discriminated that 
the e-mail is not confidential, the e-mail is sent 
to the destination by anon - illustrated ordinary mail 
distributing unit (step S13 in FIG. 5). 
[ 0032 ] 

On the other hand, if it is discriminated that 
the e-mail is confidential likewise the illustrated 
example, a confidential mail distributing unit 13 
is activated and the text of the e-mail is deciphered 
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by a deciphering section 131 in the confidential mail 
distributing unit 13 as shown in Operation D in FIG. 
7 (step S14 in FIG. 5). 
[0033] 

A registration list referring section 132 in 
the confidential mail distributing unit 13 refers 
to confidential mail receiving permission 
registration list 4 based on the destination 51 of 
the confidential mail, which is deciphered by the 
deciphering section 131 , and notifies a distribution 
discrimination section 133 of the result of reference 
(step S15 in FIG. 5). The distribution 
discrimination section 133 discriminates as to 
whether a user corresponding to the destination 51 
of the confidential mail to be distributed is 
registered in the confidential mail receiving 
permission registration list 4 based on the result 
of reference (step S16 in FIG. 5). 
[0034] 

The distribution discrimination section 133 
discriminates that, if the user corresponding to the 
destination 51 is not registered, the user is 
unqualified to received a confidential e-mail and 
that the e-mail is not sent to the destination 51. 
In this case, the work station 2-n returns the e-mail 
and an error message, which notifies that the e-mail 
is addressed to a wrong destination, to the sender 
(step S17 in FIG. 5 ) . 
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[ 0035 ] 

Conversely, if a user corresponding to the 
destination 51 of the confidential mail is registered, 
the distribution discriminating section 133 
discriminates that the user is qualified to receive 
a confidential mail, and activates a password 
attaching section 134 in the confidential mail 
distributing unit 13. The password attaching 
section 134 attaches a password 54 corresponding to 
the destination 51, which password is registered in 
the confidential mail receiving permission list 4 
and is peculiar to the user, to the confidential mail 
as shown in Operation D in FIG. 7 (step S18 in FIG. 
5) . 

[0036] 

An enciphering section 135 in the 
confidential mail distributing unit 13 receives the 
confidential mail, to which the password attaching 
section 134 has attached the password 54, and 
enciphers the text 53 and the password 54 in the 
confidential mail as shown in Operation F in FIG. 
7 (step S19 in FIG. 5) . A distributing section 136 
distributes the enciphered confidential mail to the 
destination workstation 2-n (step S20 in FIG. 5). 
[0037] 

A receiving unit 24 in the workstation 2-n 
receives the confidential mail (e-mail), which has 
been distributed by the mail server 1, as shown in 
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Operation H in FIG, 7, and stores the confidential 
mail in a mailbox peculiar to the destination 51 of 
the confidential mail (step S21 in FIG. 6). 
[0038] 

The user of the workstation 2-n logs in using 
a predetermined log-in name, and thereby a mail 
display reception section 25 is activated, which 
displays a received e-mail list on a screen based 
on the e-mails received and stored in the mailbox 
peculiar to the user having the log-in name (step 
S22 in FIG. 6). The received e-mail list includes 
information about e-mail kind (confidential or 
ordinary) , e-mail sender (sender address) , and etc. 
[ 0039 ] 

The user (receiver) of the workstation 2-n 
selects and assigns an e-mail, of which the receiver 
wishes to read the text 53, among the received e-mail 
list on the screen using a mouse. Responsive to the 
receiver's selection, the mail display reception 
section 25 receives assignment of the e-mail to be 
displayed (step S23 in FIG. 6), and activates a 
confidential mail discriminating unit 26. The 
confidential mail discrimination unit 26 
discriminates as to whether the e-mail to be 
displayed (assigned to -be - displayed e-mail) is 
confidential or not based on a possession or 
non -possession of the confidential mail ID data 
52(step S24 in FIG. 6). 
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[ 0040 ] 

If the e-mail is not confidential, the text 
of the e-mail is displayed by a non- illustrated 
ordinary mail displaying unit as an ordinary e-mail 
without any dedicated process (step S25 in FIG. 6) . 
[0041] 

On the other hand, if the e-mail is 
confidential as the illustrated example, a 
confidential mail displaying unit 27 is activated 
and a deciphering section 271 in the confidential 
mail displaying unit 27 deciphers the text 53 and 
the password 54 of the e-mail as shown in Operation 
I in FIG. 7 (step S26 in FIG. 6). 
[0042] 

After the decipherment , a password input 
requesting section 272 in the confidential mail 
displaying unit 27 displays a screen to request the 
logged-in user to input a password (step S27 in FIG. 
6) . 

[ 0043 ] 

The user inputs the own password in accordance 
with the password input requesting screen, and 
whereupon a password collating section 273 in the 
confidential mail displaying unit 27 collates the 
user input password with the password 54 previously 
attached to the assigned to-be-displayed mail 
(confidential mail) , as shown in Operation J in FIG. 
7 so as to determine the two passwords are identical 
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(namely, the user input password is right) (step S28 
in FIG. 6 ) . 
[ 0044 ] 

If an unqualified user other than the valid 
receiver of the confidential e-mail logs in using 
the log-in name of the valid user and fails to input 
the right password, the discrimination at step S28 
takes "NO" route and it is prohibited to display the 
confidential e-mail (step S29 in FIG. 6). 
[0045] 

On the other hand, when the valid receiver of 
the confidential e-mail inputs the right password, 
the discrimination at step S28 takes "YES" route and 
a display section 274 is activated. The display 
section 274 locks functions of copy and paste, cut 
andpaste, print an detc. At the same time , the display 
section 27 also locks a function of storing the e-mail 
in the form of a file (e.g., text file) other than 
the mail system file (storing operation) (step S30 
in FIG. 6). Further, the display section 274 
displays the text 53 of the assigned to-be-displayed 
mail (confidential mail) on the screen as shown in 
Operation K in FIG. 7 (step S31 in FIG. 6). 
[ 0046 ] 

In the illustrated embodiment, when the mail 
display reception section 25 in the receiver 
(destination) workstation 2-n receives a 
confidential mail as an assigned to - be - displayed 
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mail, the workstation 2-n deciphers the enciphered 
text 53 and password 54, requests the receiver to 
input a password, and then collates the deciphered 
password 54 with an inputted password . However, the 
collation manner should by no means limited to that 
of the example . In alt ernat ion , the works tat ion 2 -n 
requests the receiver to input the password before 
the deciphering of the text 53 and the password 54, 
enciphers the receiver input password, and then 
collates the enciphered password 54 (enciphered in 
the mail server 1) of the assigned to-be-displayed 
mail (confidential mail) with the enciphered 
receiver input password. If the two enciphered 
password are identical, the enciphered text 53 is 
deciphered and displayed on the screen. In this case, 
since the text 53 is not deciphered if the receiver 
does not input the right password, it is surely 
possible to prevent a confidential mail from being 
leaked to a third person or a third party. 
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(54) ELECTRONIC MAIL SYSTEM CONTAINING TOP SECRET MAIL FUNCTION 

(57)Abstract: 

PURPOSE: To ensure the safe and sure operation of electronic 
mails of top secret contents. 

CONSTITUTION: A top secret mail whose text is ciphered and 
mailed through a top secret mail mailing part 23 in a work station 
2-1 is received by a mail server 1. A top secret mall delivery 
part 13 of the server 1 decodes the received secret mail and 
refers to a register list 4 according to the address of the mail. 
Then the part 13 discriminates the grant of delivery of the mail 
when the user name of the mail address is registered in the list 4 
and adds a password that is registered corresponding to the user 
name to the mail. These password and the ciphered top secret 
mail text is delivered to its address. The mail is received at a 
work station 2-n of the due address. Then, when the user 
requests the display of the received mail, a top secret mail 
display part 27 decodes the mail and requests the user to input 
his password- Then the part 27 displays the mail text when the 
input password is coincident with the one included in the mail. 
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